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All Participants,
Revision of Password Policy and introduction of session logout for eIPO

This is in continuation to our circular no. 09/2019 (Download Ref No NSE/IPO/40571) dated March
27, 2019 regarding Introduction of one time password (OTP).

In order to enhance the security measures the current password policy has been revised and session
logout has been introduced. The details of the same are given below:

Revised Password Policy:

The length of password should be of Min 12 characters and Max 15 characters.
The password shall be case sensitive and should contain at least one each of the following
characters with no space:

o Upper case alphabet: A to Z or Lower case alphabet: atoz
o Number:0to9
o Special Characters: " |@#$%"N&*()-_=+{}\;:"",./<>?

New password must be different from previous 5 passwords.

User shall be compulsorily required to change password after the lapse of 365 days.
User Id shall be locked after 5 invalid login attempts.

Password to be changed upon first logon for each newly created user.

Session Log-out:
Log in session shall auto log out after 60 minutes if no activity is performed

The above circular shall be effective from May 19, 2020, post which log in password for eIPO system
shall be as per the new password policy.

Participants are requested to take note of the above and update their existing password as per the
above password policy to avoid log in related issues. The above password policy shall be applicable
to all type of users.
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