User quide to submit System Audit for Member

A) Reqistration of Auditor

1) Admin User need to create 2 user ids in Member Portal.

a) One user id for the user at member’s end who will register Auditor and submit the final Audit
Report from member’s end. Here Admin will assign ‘ENIT- NEW-TRADE’ role to user.
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b) Then second user id is to be created for Auditor. Here Admin will assign ‘ENIT-Cyber Security
role to Auditor
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2) Member User having ENIT-NEW TRADE, will now have to register Auditor in ENIT. User will get below
screen after login. User need to click on ENIT-NEW-TRADE.
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3) After clicking on ENIT-NEW-TRADE, user will get below screen. Click on Trade > Cyber Security > Display
Cyber Security Auditor Registration
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4) Click on New Auditor for registering Auditor for the current period.
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5) Fill the details for Auditor Registration.
Add Cyber Security Auditor
Audlt Perlod® . Member Catsgory”
Auditor Login Id* Auditor Paseword*

ALuditor Mamberanip No*

Auditor Hame*

Auditer Qualificztion® DI3A ©CI34 OCI13M OCI38P O CERT- IN Empanalied Auditor

'We undertzke that we hava veriflad the following painte:

Auditar Firm Name*

Audtt Firm Reglstration No*

Audttor Emall 1g*

The Auditor has minimum 3 years of exparianca In T audit of securiilee marke! pariicipants e.3. siock axchanges, ciearing corporations, depoeltories, stock brokers, deposfony parlidipants eic.The audt exparianca covers all the




6) On selecting Audit Period User will get below screen. Ensure that you are registering Auditor for the
oldest period and Click on ‘Ok’ button.

Add Cybe[ Sec Uri'ty Audit Hote:Make sure your choosen audit Period is from oldest to latest.

fior example assume we have the following audit period (OCTOBER 1,

Audlt Periog* -
AFRIL O 2013 TO MARCH 21, 2014)
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Auditor Login 1d- and (APRIL 01, 2014 TO SEPTEMBER 30, 2014).Here you have to chooze

(OCTOBER 01, 2013 TO MARCH 31, 2014) audit period.

Auditor Membership No®

Auditor Hame*

7) While Entering Login details, it is to be noted that the Auditor Login details should be same as that in
Member Portal.

Add Cyber Security Auditor

Auelt penaet AFRIL 01, 2018 TO MARCH 31,
A Kindly confirm that login id created in
member portal for auditor matches with the i March, 2014,
login id provided here
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'We undertaks that we have verified the following paints:

8) After entering all details click on Submit. On submitting you will get below pop-up, click on ‘Ok’
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9) On clicking ‘Ok’ user will get below message of successful Auditor registration.

Waming

‘ Auditor Registration Done Successfully.

Auditor Registration completed here. Auditor will submit the report. Once Auditor submits the report
below procedure to be followed.



B) Submission of Audit Report by Member

1) Once Auditor submits the report in system, Member have to login in system. Click on Enit —-NEW-TRADE
> Trade > Cyber Security >Cyber Security Member MIS.
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2) Select period and click on Search button

# Compliance-  Trade-
Cyber Security Member MIS Report
METEEr Name | KYZ member Code o Req Ref Ho
Scruuu‘ Select r Audit Period APRIL 01, 201% TO MaRCH 31, 2020 v
Prefiminary
Audit Report
3) Click on Reference No. link
Cyber Security Member MIS Report
Memiber Mame member Code Req Ref No
XYZ 12345
SGEPSIOF Select v Audit Period APRIL 01, 2019 TO MARCH 31, 2020 v
Preliminary
Audit Repart
Export: {3
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4) Fill require Contact Person Details, download Audit report from the link given in red font. Update
Trading Member Management Comments in the excel report.

(" Indicates Mandatory) Add Cyber Security Audit Report
TM Code: 12345
TH Hame: XYZ
Category of Trading Member: TYPE3
Period of Audit: APRIL 01, 2019 TO MARCH 31, 2020
Audit Firm Name ABC Ltd
Certifications CERT- IN Empanelled Auditor
Contact Person Details* Contact Person Name

Manoj
Contact Person Mobile No
4553453545
Contact Person Email
manaj@member.com
Status of Report Submitted SUBMITTED TO MEMBER

Cyber Security Audit Report Submitted By Auditor
Click here to download Cyber Security Audit Report Submitted By Auditor

Auditor Report Upload* Choose File | No file chosen

5) Browse and upload the report having management comments and then click on submit.

Certifications CERT- IN Empanelled Auditor

Contact Person Details® Contact Person Name

Manoj

Contact Person Mobile No

4563453546

Contact Person Email

Status of Report Submitted SUBMITTED TO MEMBER

Cyber Security Audit Report Submitted By Auditor
Click here to download Cyber Security Audit Repert Submitted By Auditor

Auditor Report Upload* Choose File §Auditor_Rep...2%digl.xdlsx

6) User will see the preview of report on screen. User can check error if any in Error Description column
which is the last column in this preview screen. If there is any error given, click on ‘Back’ button in the
middle botton of the screen and upload the report again after doing necessary changes.



7)

(* Indicates Mandatory)

m]
TOR Clauses
Audit  Details
TOR
Clause
1 Governance
1(a) Whether the Stock Briker has

formulated a comprehensive
Cyber Security and Cyber
Resilience policy document
encompassing the framework

of deviations from the suggested
framewiork, whether reasons for
such deviations, technical or
otherwise, are provided in the
policy document? Is the policy
document approved by the Board
{ Partners / Proprietor of the
organization?

1ib) The Cyber Security Policy should

includes the following process to

identify, assess, and manage

menticned in the circular? In case

Add Cyber Security Audit Member Report

Audited Audited Observation Description of Department  Status/Mature

Date By MNo finding of Finding
Jobservation

19-Apr-  ABC 1 IT Compliant

2020

19-Apr-  ABC 1 IT MNon

2020 Compliant

Risk
Rating of
Findings

Reoot Cause Anlaysis

High Risk

Medium
Risk

13
H H ‘ 7 H ‘ 7
If there is no error, user will get ‘Next” button at the bottom of the screen. Click on the ‘Next’ button.
3 wecams | ] ENIT-NEW-TRADE #
o outsourced staff, vendors etc,
7ic) The training programs should b2 19-Apr-  ABC 1 FOWEFWE154685 1T Mot Mot DFGGRGRTGRTGRTGRTTGRTHRHRHRTHRHRHRHE
reviewed and updated to ensure 2020 Applicable Applicable
that the contents of the program
remain current and relevant.
] Systems managed by vendors
&ia) Where the systems (16T, Back 19-Apr-  ABC 1 FOWEFWE154685 |IT Mot Mot DFGGRGRTGRTGRTGRTTGRTHRHRHRTHRHRHRHE
office and other Customer facing 2020 Applicable Applicable

applications, IT infrastructure,
etr.) of a Stock Brokers /
Depository Participants are
managed by vendors and the
Stock Brokers / Depository
Participants may not be able to
implement some of the
aforementioned guidelines
directly, the Stock Brokers /
Depository Participants should
instruct the vendors to adhere to
the applicable guidelines in the
Cyber Security and Cyber
Resilience policy and obtain the

them to ensure compliance with
the policy guidelines.

necessary self-certifications from
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8)

9)

Click ‘Ok’ on pop-up message

Apps @ Member Ship (& ENIT NEW ert title hers
) www.devconnectZnse.com says

[} Wecame | i ENIT-NEW-TRADE =

Download Cyber Security Audit Report and Click on [SIGM PDF] for PDF [

QNSE member  SIQNING Test INO;

Download the PDF report by clicking on ‘Cyber Sec Audit Report’ link. Click on ‘Sign PDF’

1 InchcaRes Mbndacory) Cyber Security Audit Report Final Submission
TH Code: L]

TH Mame: Y7

Categary of Trading Member: TiPEd

Period of Auditz APRIL 01, 3009 TO MARCH 31, 3020

ALt Firm Hame ABC LM

Certingations CERT: IH Empansiled Audhor

Plaise diwrilond audiber nepart and uplosd tame for difital signing

updt Beport Click eir e Acwrload Cyber Sec Audit Regort in PDF forat,

Upload Aucit Report® -

10) On clicking Sign PDF, user will get pop-up as shown in below screen, click on ‘Ok’. Then user will be

able to browse the report. Select the same PDF report which is downloaded without renaming.

BT Apps @ MemberShip T ENIT NEW gt title here
" www.deveonnect 2nse.com says

(Y emiczma Tl - TRAS

Select Member_Report_29

00420202 203.21.pdf for signing

O NSE et ¢ = -

(" Indicates Mandaton) Cybar Security Audit Report Final Submission

TH Ciosghe: Lo ek ]

TH Hame: XYZ

Category of Tradirg Mernber: TiPED

Period of Audit: APRIL 01, 2019 TO MARCH 31, 2020

Audit Firm Name ABEC Ltd

Certifications CERT: IN Empansiied Auditor a

Pleads downlosd siaditor report and upload sams for digitsl shpring
At Report Click hare 1o dowrlosd Cyber Sac Audit Report i PDF formal.

=
Upload Audit Reports prep




11) After browsing, user will get a window for selecting Signature. Select the signature and click on ‘Sign’

(" Imdcabes Mandaiony)

TH Code:
TH Mame:
Category of Trading lJnberd: |
Period of Audit: |
Auscht Firm Narme |
Certifications |
Plaase download suditor report and uplosd same fd|
Auditor Report |
Ugload Auditor Report®

Sibact Diigalal Cptificate
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ELCA Rnot Ca

4 m

Click Views bo see the condents of pour digilal cartficate

Expraton Dale
Friday, Suous! 28, 2028 548

View._

Sen |

12) Save the signed file in your system and browse the same after clicking on ‘Choose File’ button. Now

click on Submit button.

Ch Cose:

TH Mame:

Category of Trading Memberd:
Period of Audit:

Audit Firm Name

Certifications

Audit  Report

1123
XyZ
TiFE3
APRIL O, 201% TO MARCH 31, 2000
ABC Ltd

CERT- IN Empanelled Auditor

Ploate dewniosd Su0Ror Feport and upload same for Sigital signing

Click here to download Auditor Report in POF format

Upload Auditn  Report®

Choose File Bhe file chosen c

UsersAdmin' Dovwnloads\ \Auditor_Report_2%06_100420001955%05-signed. pal




13) Member can check the status in Cyber Security Member MIS Report

Cyber Security Member MIS Report
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14) Further, if Auditor has given ATR requirement, member need to submit the ATR in system by clicking
on the link given in Cyber Security Member MIS Report.

A comgliance~  Trade~  Membership~
Cyber Security Member MIS Report
Member Name | YT Member Code s0030
Status of select v | udicperiod AFRIL 01, 2020 TG SEPTEMEER 30, 2020 v
Preliminary
Audit Repart.
Sr. . Member = .
= Reference Mo. ATR Pending Mamber Code  Member Mame = Audit Report Period
x X x x x x
. | APRIL 01, 2020 TO |
click Here to ARHAM WEALTH &
1 90030/ CsAudRpt/30 submit ATR 90030 MANAGEMENT PVT LTD TYPE3 SEPTEE’E‘%[E)R 30,

Req Ref No

Auditor Firm | Auditor

Hame ‘Qualification

X

T CERT-IN

Wix'Z Empanelled

Auditor

Export: @)

Status of Preliminary  Audit Compli
Audit Repart

SUBMI
Cl

x

ITTED TO:

EXCHANGE

Status

15) Fill the require details > Click on Declaration Checkbox > Submit




3 Wecame | 7| ENIT-NEW-TRADE &

Cyber Security Audit ATR Submission

Status Of . .
ToR Finding [Risk rating e L N
Clause(TOR Description Description Of Finding Reported [Reported By |Suggestive Corrective Action Status of . o
- Management_. .. Rating Motified If
Mo By Iuditor Finding
|Auditor Comment lmy

[The Cyber Security Policy
ishould includes the
following process to
lidentify, assess, and
manage Cyber Security
risk associated with
processes, information,
networks and systems: a.
identify | critical IT
lassets and risks associated
Iwith such assets. b.
tProtect | assets by
deploying suitable SNEAT
) s o ey FOWEFWE134683 omoliant/1ecium Risk [EGHREHRRHHRTGHRYNGFHGGERERRFGERTGERTGNoted | Compiant ¥ [ Low ¥ jowr
incidents, anomalies and Fow
ttacks through
ppropriate monitering
tools/processes., d.
tRespond| by taking
immediate steps after
identification of the
incident, anomaly or
ttack. e. fRecover | from
incident through incident
management and other
ppropriate recovery
mechanismes.

,  Thisis to confirm that we have taken satisfactory corrective action te rectify all the areas which has been rated as medium/weak by the Cyber Security auditor. Also, the Action
Taken Report (ATR) for the same has been duly certified by the Cyber Security auditor.
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Below message after successful submission.

Success

o ATR Report has been submitted successfully.




